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1. INTRODUCTION 

The Protection of the Personal Information Act 4 of 2013 (POPI) is South Africa’s data protection 
law and is essentially to protect people from harm by protecting their personal information.  The 
Act has come about as a result of pressure from European countries, where similar legislation is 
already effective. European organisations doing business in South Africa have statutory 
obligations to ensure that all data / information sent here is subject to the same protection 
measures. It is therefore in the interest of economic growth and sustainability, as well as 
individuals’ rights to privacy, to conform to and enforce more onerous standards of protection in 
this regard.     

 

The purpose of the Act is to: 

• safeguard personal information in line with the constitutional right to privacy in line with 
international standards for data protection. 

• regulate the way personal information is processed. 
• provide rights and remedies to protect personal information. 
• establish an Information Protection Regulator. 

 

 

2. DEFINITIONS 

“Personal information”  

• information relating to an identifiable, living natural person OR an identifiable, existing juristic 
person; 

• including race, gender, sex, pregnancy, marital status, national, ethnic or social origin, 
colour, sexual orientation, age, physical or mental health, well-being, disability, religion, 
conscience, belief, culture, language and birth of the person;  

• educational, medical, financial, criminal or employment history; 
• any identifying number, symbol, e-mail address, physical address, telephone number or 

other particular assignment;  
• blood type or other biometric information;  
• personal opinions, views or preferences;  
• private correspondence or further correspondence that would reveal contents of the original 

correspondence;  
• the views or opinions of another individual about the person; and  
• the name of a person if it appears with other personal information relating to the person or if 

the disclosure of the name itself would reveal information about the person.  

The Act only protects private information and any information shared publicly will automatically fall 
outside of the protection of the POPI Act. If, for example, an e-mail address or telephone number is 
listed on a person’s Facebook page and that information is publicly available, then it's free for 
companies to collect and use. Protection under POPI cannot then be claimed if this information gets 
used. 
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“Consent” means informed consent, i.e.   

• the voluntary, specific and informed expression of will;  
• where the Data Subject agrees to the processing of personal information relating to him or 

her.   
 

“Responsible party” (as defined) must  

Secure the integrity of personal information in its possession by taking appropriate, reasonable 
technical and organisational measures to prevent the loss of, damage to or unauthorised 
destruction of personal information and to prevent the unlawful access to, or processing of, personal 
information; 

Take reasonable steps to:  

• Identify all reasonably foreseeable internal and external risks to personal information in its 
possession/under its control  

• Establish and maintain appropriate safeguards against identified risks  
• Regularly verify that safeguards are effectively implemented  
• Ensure safeguards are continually updated in response to deficiencies or new risks   

Personal information should only be collected, processed, used and disseminated for the purpose 
that it is required and none other. Once personal information has served its purpose, it should be 
destroyed, except where there are legal requirements for keeping records or if the necessary 
consent has been obtained. 

This legislation has far-reaching implications for employers, businesses, schools, hospitals, etc. The 
Regulator is tasked with making regulations towards the implementation of the Act and some 
practical guidance in this regard should be gained from these regulations.  

 

“Data Subject” means  

the person to whom the personal information relates, meaning a living person or juristic entity such 
as a company or institution. 

  

3. EIGHT INFORMATION PROCESSING PRINCIPLES CONTAINED IN THE ACT. 

 
3.1 ACCOUNTABILITY 

Accountability for the processing of information is assigned to a suitable person.  The school 
is held responsible to ensure that all eight conditions for lawful processing is met. 

 
3.2 PROCESSING LIMITATION  

Personal information must be processed in a manner which does not infringe the privacy of a 
Data Subject and requires the individual’s explicit consent.  The amount of personal 
information collected should not exceed its purpose. 
 

3.3 PURPOSE SPECIFICATION  
Personal information must be collected for a specific, explicitly defined, and lawful purpose 
related to a function or activity of the responsible party.  The Data Subject must be made 
aware of the purpose for which the data is collected. 
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3.4 FURTHER PROCESSING LIMITATION 

Further processing of personal information must be in accordance with the purpose for which 
it was collected, unless subsequent consent is obtained. 
 

3.5 INFORMATION QUALITY 
The responsible party must take reasonable steps to ensure that the personal information is 
complete, accurate, not misleading and updated where necessary. 

 
3.6 OPENNESS 

Steps must be taken to ensure that the Data Subject is aware that information is being 
collected and the source from where it is being collected. 
 

3.7 SECURITY SAFEGUARDS  
The integrity and confidentiality of the personal information must be secured by the 
responsible party by taking technical and organisational measures to prevent loss, damage, 
or unlawful access to such personal information.  

 
3.8 DATA SUBJECT PARTICIPATION 

Data subjects have the right to request and access information about their personal 
information held by the responsible party.  Data subjects may also require responsible 
parties to correct or destroy personal information. 

 

4. KINGSWOOD POPI COMPLIANCE JOURNEY 

 
4.1 Information Officer and Information Officer Deputies’ (DIO) registration documents was 

submitted to Information Regulator. 
4.2 Impact Assessment by engaging with Heads of Departments. 
4.3 GAP analysis. 
4.4 Development of POPI compliant documentation and policies, all available from the 

Kingswood College, Information Officer 
4.5 Presentations to Staff to create buy-in and awareness 
4.6 Uploading of all relevant documents and policies onto the Kingswood College website, once 

approved. 
4.7 Managing the implementation of POPI protocols by 1 July 2021. 
4.8 Schedule implementation review sessions with DIO and Heads of Departments 
4.9 Monitoring and maintaining compliance. 

 

5. DATA SUBJECTS IDENTIFIED 

 
5.1 Employees 
5.2 Pupils 
5.3 Parents / Guardians / Customers 
5.4 Old Kingswoodians 
5.5 Donors 
5.6 Suppliers / Vendors 
5.7 Processors of Data 
5.8 Council Members 
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5.9 Trustees 
 

6. POLICY DOCUMENTS 

The following policies and documentation have been developed and applied as part of the 
compliance process: 

6.1 CCTV Policy. 
6.2 Confidentiality Non-Disclosure and Ownership of Material. 
6.3 Data Privacy Complaint Form. 
6.4 Data Processing Agreement. 
6.5 Donor Information Form. 
6.6 Electronic Communication Internet Social Media and Wearable Technology User Policy. 
6.7 Enrolment Contract. 
6.8 Information Officer job description. 
6.9 OK Database Form. 
6.10 PAIA Manual. 
6.11 Staff POPI Declaration. 
6.12 Supplier Registration Application. 

 

7. POPI ASSESSMENT AND IMPLEMENTATION 

During the assessment of all Kingswood College Data Subjects a GAP Analysis was done.  Special 
attention was given to where data was currently being stored and the College’s exposure to risk.  

The eight processing principles of the act was then used as guidelines for the implementation of the 
Compliance of POPI.   

7.1 EMPLOYEES    

Compliance 
Document 

Staff POPI Act Declaration 
CCTV Policy 
Confidentiality Non-Disclosure and Ownership of Material 
Electronic Communication Internet Social Media and Wearable 
Technology User Policy 

Implementation Human Resources 
Software VIP Payroll 

G-Suite 
Microsoft 
Engage 

Storage: Current 
Employees 

Hard copies locked in filing cabinet in Finance Safe 
Hard copies of in filing cabinet College Head PA, locked office 
Electronic data gathered in Google Form 
Electronic data recorded in VIP Software on local Network  

Storage: 
Terminated 
Employees 

Hard Copies locked filing cabinet in Finance Safe 
Hard Copies filing cabinet College Head PA locked office 
Electronic data recorded in VIP Software on local Network 

New Applications Email applications 
Distributed to Head of department for shortlisting 

Access Business Manager 
Payroll administrator 
College Head PA 
Interview committee 
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Storage Limitations According to Statutory requirements 
Unsuccessful 
Applicants 

Due to EE requirements, Electronic data is kept in 
vacancies@kingswoodcollege.com  for DOL inspection 
 

 

7.2 PUPILS 

Compliance 
document 

Enrolment contract 
CCTV Policy 
Confidentiality Non-Disclosure and Ownership of Material 
Electronic Communication Internet Social Media and Wearable 
Technology User Policy 

Implementation ICT Manager 
Software G-Suite 

Microsoft 
Engage 

Applications Applications submitted to Admissions 
Application documents uploaded onto Engage 
Admissions submits applications via email to Finance for review of 
affordability. 
Approval or declination by finance is replied via email. 

Successful 
Applications 

Personal information entered onto ENGAGE Software 
Hard copy application documents stored in Head PA offices 
locked. 
Each pupil issued with Microsoft Email Address 
Medical information stored in filing cabinet in SANATORIUM 
Past pupil’s medical records to be kept 5 years before destroying 
Passports kept in safe in Travel Office 

Access Administrators of Engage 
Teachers 
Only SAN Sisters have access to medical records 

Storage Limitations Records of Pupils kept for Historical purposes 
Declined Applications destroyed once declined 
Scholarship 
Applications 

Electronic applications submitted 
Destroyed once declined 
Successful applicants to sign consent of data availability to 
sponsors 

 

7.3 PARENTS / GUARDIANS / CUSTOMERS  

Compliance 
Document 

Enrolment Contract 
CCTV Policy 

Implementation Admissions 
Finance Department 

Software Pastel 
Microsoft 
Engage 

Storage Hardcopy information stored with pupil application files 
Electronic personal, billing, and other communication information 
stored on Servers 

Access Finance Staff 
Administrators 
Teachers 

mailto:vacancies@kingswoodcollege.com
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Storage limitations Statutory 
Historical 

 

7.4 OLD KINGSWOODIANS 

Compliance 
document 

OK Sign Up 

Implementation OK Club office 
Software Devman 
Access Devman operators 
Storage Limitation Opt-in or –Out 

Unlimited if elected Opt-in 
Data de-identify on request 

 

7.5 DONORS 

Compliance 
document 

Donor information Sheet 

Implementation Head of Foundation 
Devman operators 

Software Devman 
Microsoft 

Storage Limitation Statutory for Sec18A certificates 
 

7.6 SUPPLIERS / VENDORS 

Compliance 
document 

Supplier Information Form 

Implementation Finance Department 
Software Microsoft 
Information Quality Verification required 
Sorage Limitation Statutory 

 

7.7 PROCESSORS OF DATA 

Compliance 
document 

Data Processing Agreement 

Implementation Data Controller 
Storage Limitation As per agreement 

 

7.8 COUNCIL MEMBERS 

Compliance 
document 

Voluntary 

Software Microsoft 
Storage limitation Historical purposes 

 

7.9 TRUSTEES 

Compliance 
document 

Voluntary 
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Software Microsoft 
Storage limitation Historical purposes 

 

8. IN THE EVENT OF A DATA BREACH 

 
8.1 Notify Data Subject and the Information Regulator (delay in notification to Data Subject is 

only allowed if it is deemed by Information Regulator that it would impede a criminal 
investigation). 

8.2 Notification can be done through email, notification on the website or publishing in the media 
8.3 Determine cause of the breach 
8.4 Take corrective steps to remedy data breach and future prevention. 

 

9. VERIFICATION OF SOFTWARE USED 

9.1 PLATFORM: ENGAGE 

Description Information Stored 
School Management System Staff and Pupil personal information 
Channels to Access Location Security Protocols 
Web Portals and ICT 
Manager 

Local Network Available from Information Officer 

 

9.2 PLATFORM: MICROSOFT ACTIVE DIRECTORY 

Description Information Stored 
User account management Email and User account details 
Channels to Access Location Security Protocols 
IT Helpdesk Local Network https://privacy.microsoft.com/en-

us/privacystatement 
 

9.3 PLATFORM: MICROSOFT EXCHANGE 

Description Information Stored 
Email Server User Emails 
Channels to Access Location Security Protocols 
IT Manager Local Network https://privacy.microsoft.com/en-

us/privacystatement 
 

9.4 PLATFORM: MICROSOFT OFFICE 365 

Description Information Stored 
Productice Suite – Microsoft Office User Email Info and Documents 
Channels to Access Location Security Protocols 
Web Portal Login Cloud https://privacy.microsoft.com/en-

us/privacystatement 
 

9.5 PLATFORM: G-SUITE 

Description Information Stored 

https://privacy.microsoft.com/en-us/privacystatement
https://privacy.microsoft.com/en-us/privacystatement
https://privacy.microsoft.com/en-us/privacystatement
https://privacy.microsoft.com/en-us/privacystatement
https://privacy.microsoft.com/en-us/privacystatement
https://privacy.microsoft.com/en-us/privacystatement
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Google Suite of Applications User uploaded files and Classroom 
Projects 

Channels to 
Access 

Location Security Protocols 

IT Helpdesk and 
Google 
Administrators 

Cloud https://workspace.google.com/terms/ 
education_privacy.html 
 

 

9.6 PLATFORM: FILE SERVERS 

Description Information Stored 
Backup and hosting for User files User saved files 
Channels to Access Location Security Protocols 
IT Helpdesk Local Network Managed by IT Department 

 

 

9.7 PLATFORM: NETWORK SHARES 

Description Information Stored 
Shared folders for school resources Teaching and other resources 
Channels to Access Location Security Protocols 
Access basedon job 
description- managed by 
IT 

Local Network Managed by IT Department 

 

9.8 PLATFORM: APPLICATION SERVER 

Description Information Stored 
Server hosting teaching Applications – KWC – 
Apps – Readers are Leaders, AutoCad, Sibelius 
Music Scoring 

Learner progress reports 

Channels to Access Location Security Protocols 
Teachers Local Network Managed by IT Department 

 

9.9 PLATFORM: PASTEL SERVER 

Description Information Stored 
Finance Application and File Storage Server Digital Financial Records 
Channels to Access Location Security Protocols 
Finance staff with 
different levels of Access 

Local Network Managed by IT Department 

 

9.10 PLATFORM: VIP 

Description Information Stored 
Payroll Digital Payroll infromation 
Channels to Access Location Security Protocols 
Finance staff with 
different levels of Access 

Local Network Managed by IT Department 

 

https://workspace.google.com/terms/
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9.11 PLATFORM: DEVMAN 

Description Information Stored 
Data base of Donors and OK’s Personal, contact, academic and 

career information 
Channels to Access Location Security Protocols 
Devman operators Cloud Available from Information Officer 

 

9.10 PLATFORM: CAMI MATHS 

Description Information Stored 
CAMI Maths Login details 
Channels to Access Location Security Protocols 
Junior School Teachers Cloud Managed by ITC Manager 

 

9.11 PLATFORM: ITSI SOLUTIONS 

Description Information Stored 
Digi Books, My E-books Login details 
Channels to Access Location Security Protocols 
ICT Manager Cloud and Local 

Network 
Managed by ITC Manager 

 

9.12 PLATFORM: KINGSWOOD COLLEGE WEBSITE 

Description Information Stored 
Tech Shop Sales Personal Contact Information 
Channels to Access Location Security Protocols 
IT Department Cloud Managed by IT Department 

 

 

10. CONCLUSION 

This is a working document and is the property of Kingswood College. 
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